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The Metwork Visibility Challange
Medwaork and sacurity [T professionals, driven to moniior g E
maors links in greater detail throughout the netwark, are —‘;‘

realizing that monitoring tools must be occessible and easy
o deploy in order to keep up with foday's new business
challenges. A more sficiant solution s neaded to suppart
today’s performonce monitoring and security raquirements,

along with maromging the afficiancy and perdormance of the mrN mo RK'

tools throughout the netwark.

The Soluticn
Core Met Ohptics products provide 100% passive aocess and traffic visibility 4o network
links, enabli ow to Tap irdo your network no matier what of traffic. Cur
gy pirdo y typa
T o L products hove bacome best-procfice access solutions for all major security and
QR - Bt il it il _— L . .
application parformance-monioring fools. Customers bave inoeasad their
PR pe a
_— !— !— connectivity options, and improved netwaork devics uptime, while levaroging
.ﬁjm @ rd muisting investments in monitoring and sscurity Jools across their networks. Cur
m -?- T products ensure acoess 4o all of your network data, all of the fime, halping you
bl achieve your goal for healihy, sscure, and highly sfficiant networks.
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NETWORK TAPS

OVERVIEW
The Mt Opdics family of Taps provides 100% visibility inho custormars” netwaorks. Installed

betwesn any two netwark devices, Taps provids permaneant and passive occess poinds

into the retwork. When o monitoring tool is nesded, simply connect e devics 1o the Tap
instead of foking down the link, moving cables, and causing troffic irterruptions. Evan i
Taps lose power, they ars compledaly passive and featurs foil-open technology hat ensures
traffic continuity. Taps pass all network traffic —including Layer 1 and 2 arrors —withouwt
niroducing botlenacks or points of failure for 100% visibility.

COMNMNECTIVITY

Regardless of whare in the network or the fypes of intarfaces that nesd 4o be monitored,
Met Ciptics has a Tap solution. Copper, mulimode and singlemods fibar, ond coax are
supported, ot speeds up to 10Gbps. Media conversion models are akso available to
support disparate interdoos fypes.

BENEFITS | FEATURES

= View 100% of trafic— including Yol HTML, application, and layer 1 &2 ermars = Passive acress ot 10Mbps o 10Ghps without dota strsam inferfersnca
= Plug-ond-play— no configuration requirsd = Zaro Deloy™ failovar on power loas for 10/100 madals
= Media convarsion—‘single-davice” sokttions Har axample, T to 59 = Compoible with Powsr-avar-Ethernet [PoB} applications
= Parmanent accass port—avoids breaking @ network link anch fime a tool is connacted = Radundant power supplias
= Relicble —pasmsive fechnalogy ensures maximum natwork uptima = Multiple split ratios available for fiber madals
= Cobles Included|— all nacessary netwark and monitor port cables provided = Seoure single-dirsction fraffic flow to monitoring ports
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REGENERATION TAPS
OVERVIEW

Rape=rieration Taps provide visibility into one network link with up 1o sight atioched security
or monitoring tools. All iraffic betwean network dewices is transparertly forearded ot
100% full-duplex rates without introducing o point of failure — svan in the event of a loss
of power. Multiple monitoring tools such as iroffic aralysis moniors, RMON probes, and
irdrusion dedaction sysems conrecied 4o the Regensrotion Top allow for desp levels of
analysis from a single 1U-high dewvics.

COMNMECTIVITY

Ini-lires and Span Port varsions provide the ability to deploy monioring tools in twao
scararios. Depanding on your reeds, the in-line or 5pon models rmake i possible to collact
traffic from multiple network switches or routers that are wilizing Span Ports, or they con

be deployed in-line between two natwork devices Jor desper iraffic copiure and analysis.
All leading security and maonitoring tools, and o wide varisty of medio and speeds from
10/1008bps to 10Gbps fiber, ars supported.

BENEFITS
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* View 100% of traffic— including VolF, HTML, application, and Layer 1 & 2 smors
* 2,4, or B monitor ports—erables comprehensive froublashooting

*  Plug-ond-play— no configunoion required

*  Media corversion —'single-davice” network-to-rmonitor-tool interdooes

*  Cost effective— increasss monitoring tool RO becauss thay are always deployed

*  Efficient corvangad IP network moniioring solution

Passive access at 10Mbps 4o 10Gbps without data stream interdersnce
All Regermration Taps optimized for sach specific topology

Span model moniior two ssparate Span sessions indepandardhy
Redurdant power ansures maximum uptime

Zaro Dalay failover on powar loss for 10,100 modals

Secure single-diredtion traffic flow to monitoring ports

o= nhapatech
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MATRIX / iIMATRIX SWITCHES

OVERVIEW

Matrix wiichas enable possive connedivity #o multiple network links or Span Ports,
providing access for up to four monioring fools. Software-controlled port cordiguration
=nables o monitoring tool o be assigred 1o a specific network link for o set pericd of
time. Or, you can create o customn scheduls that forwards iraffic to alternote monitoring
tools that fill different needs. This allows for all traffic from ore link o be sent do an
analysis monitoring tool for o set amourt of fime, than direced to a sscurity monitoring
tool, ond so on. iMatric Switches inclide SMMP and remode manogement capabilities for
enharced end-to-and link visibil ity.

COMNMNECTIVITY

Matrix wiichas support all lsading monitoring davices and a wide varisty of madia types,
spaeds, and requirements for monitoring today’s corvenged network services. Options
also sxist for both LAM and WAN monitoring. In-line and Span Part versions provids the
capability fo consolidate o large number of links or Span Ports, giving you the ability o

leverage limitad monitoring fool rescurces.

BENEFITS

* View 100% of traffic— including Yol HTML, application,
and Layar 1 & 2 errors

* Centralize monioring fool resources

*  Access any port any time without connecting or reconnacting fools

*  Flewible monitoring —salect link or port via scdtware without link downtime
*  Moximize nebwaork monitoring— increase network vishility with limited tools

*  Monitor converged |P networkcs sficiently

*  Passive occess at 10Mbps 4o 10Gbps withouwt doha stresam interference
*  Zaro Delay failover on powar loss for 10100 modsls

* Compotible with Power-over-Etherned [PoE) applications

*  Redurdont powar suppliss

*  PortRowver softwars snables scheduling muliiple monitoring tools

*  Seoure single-direction fraffic flow to monitoring ports
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LINK AGGREGATORS

CVERVIEW

Link Aggregators enable traffic fram multiple links [up to four] to be combined and copiad
to up to four ssparale monitoring pors. For example, o network aralysis fool and an 103
appliance can simultarecusly capiure differant types of asymmetric traffic from the same
links. Padormarce and applications [T teams can gather the information they nead and
the security feam can Jocus on troffic reladed 4o their neads. Passive, fail-open technology
ensures that sach of the monitoring tocls can be removed ot any tire, and re-inshalled,
without any doio loss or effect on the links.

COMNMNECTIVITY

Models are available that support in-line and Span Port monitoring requiraments. Matwork
port spaeds ranigs from 10Mbps 4o 1Gbps, in copper and fibar. Monitoring ports are usar.
configurable wia indusiry shandard 5FP transceivers, which provide the flexbility fo leverage
Gigabit copper or fiber (53X or L) monitoring tocls depending on your neads.

BENEFITS

P — T
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* View 100% of traffic— including YaolP, HTML, application,
and Layar 1 & 2 emors

*  Plug-and-play— no configuratfion required

*  Media corversion —'single-davice” network-to-monitor-tool interioces

*  View consolidated full-duplex sireams using singls -MIC meonitoring fools
*  Cantralize maonioring fools for corvargad network anvironments

*  Lleveroge ewisting monitoring #ool resources across the network

Comhina traffic fram up to four netwark links or eight Span Ports
Small Form Facor Pluggable (SFF] monitor ports offer increased feadhility
Redundant powar ansures maximum ugtima

LED indicators display power, spaed, link, and adtivity status

Zara Deloy failover an powar loss for 10100 madals

Secure single-direction traffic flow to monitoring ports
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BYPASS / iBYPASS SWITCHES

OVERVIEW

Bypass Switches operate in-line on nebtwork links to safely bypass IP5 appliances i the

IPS losas powar or becomes ron Junctional. In addition, the 15 can be inshalled, doken
offlire for mairtenance, or removed withowt abecting link fraffic. Some modals include o
Haartbeat padkst that is injactad into traffic sent 1o tie IPS appliancs to continuously monitor
the health of fie applionce. Multi- Segment Bypass Switchas enable maoniioring up 4o four
links, prowiding improved Heawdbil iy, high availability, and threat profsction. iBypass Switchas
include SMMP and remode management copabilities for enhanced end-jo-end link visibiliby

.

|!:
(]
[
Ey

COMNMNECTIVITY

Medwork ports are available in 10Mbps o 10Gbps link speeds in copper and fiber. Cne I’-'"- gmﬁ o

GigaBit and 10 GigaBit models provids industry-standard SFF and ¥FP tfransceivers for the w @ S s @
monitoring poris, offering the flaxibility 4o use Gigabit copper or fiber [5X or L¥] monitoring H =)

tools whare needed. All leading IP5 applionces are supporied. u ‘__i

BENEFITS FEATURES

= Profocts the natwark from IPS link, application, and power autogas = Usar-canfiguroble Heartbaat podet, inchiding rate and retry count
= Upgrade IPS software and signatures withaut link dewntima = Pmsword-pratected command line inferfocs
= Safely odd or radeploy fools when neaded = Redundant power fo ansure maximum uptims
= Utilize IPS scurity appliances more afficiently = 1U-high chassis [siondard and multi-ssgmant modals]
= Levarnga IPS applionces acroas coppar and fiber netwarks = Supportfor 10Mbps to 10Gbps applications
= Providas full funclionality s if the IPS was installed diractly in-lina = Bidimctional traffic flow to monitoring ports
- - - - -
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LASSO

e 0=
OVERVIEW (= - - )
Compliance issuss ard the nesd to contain internal and extemal threals, sither malicious & [ - :i::
or accidenial, ore a major challenge for every organization. LASSC™ is o hardware-basad l— —

to minimize the use of unauthorizad data, block or corain viruses, and pinpoint potential
offerdears on both the LAM and VWARM. Inspact inbound and owtbound a-mail including
PDF and Zip attachmenis, M sessions, or any suspact transfer of information.

padkst-inspaction appliance that anables every pocket to be scanred par usar-dafined
rules or keyword matches, ot full-duples speeds up 4o 1Gbps. Adion can now be faken
r!}

COMMECTIVITY _ 5]
Metwork ports are: available in 104100/ 1000Mbps copper and 1Gbps fiber LASSO can ﬁl ﬁ:ﬂ =} m- =
b= installed in-lins as o sandalone device or as a preilter for your security or monitoring B

tools. A Log Serer con also be used 4o copture selected iroffic for offfine analysis. An [’FI'I- T -;:-
interactive GLI provides simple-to-use nules monagement. Up to 1,000 40-charocter &

length keyword strings enoble transparert control of sacurity threats and enforcerment of =

compliance shandards.

BENEFITS

*  Realdime iAssist™ packet filkering ralieves overburdensad monioring tools *  Hordware-based wirs -spead pocket inspection

* Desp-pocket inspaction sanitizes IM, = -mail, and aitachments *  PBassive failover circuiiny fo snsure mocmum wptime

*  Enforces complioncs ruless »  Simple-to-use GUl-based rules management

*  Ahility to caphure, log, and further review fraffic of inderest *  Upio 1,000 rules

* Supports all leoding monitoring tooks and IP5 applionces * Drop, replace, or allow adions on match

*  Easy to configure, daploy, and maintain * High-impact raporfing tools

Eﬂpﬁl‘
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DIRECTOR

CVERVIEW

Today's networks raise rew challangss os more and maore [P sarvices are combined on

single links. Dirsctor™, o powerul, high-density filkering appliance, optimizas monitoring
mukiple 101001 000MEps and 10Gbps links. The TapFlow™ hardware filtaring engine
enables monitoring of spacific protocols by spacific menitoring tools. Far example, Yol P
profocols, HTTP traffic, and RMOM doto con sach be copied o spacifiad jools. The
filkering porameters are configurables par monitoring port or monidoring port groups for
customizable s=curity and analysis visibiliby

COMNMNECTIVITY

Medwark port modules ore ovailable in copper ard fibar, as wall in-line ond Span. Monior
ports support SFP interfaces, which allow for copper and fibar monitoring tool connections. T
10Ghps ports on the front panel can be corfigurad as network or monitoring poris. Additioral
10Gbps ports on the mar of he unit enable daisy-chaining of muliple Diredor chossis.

BENEFITS

*  Realdime pocket redirection increases efficiancy of monitoring tools *  Modulor retwork occess inderfaces {in-line and Span]
*  Monitoring tool consolidafion and improved retum-on-imvestment *  5FPbasad monitoring port inferfoces {copper and fiber
*  Muki-function in-line and Span Part moniioring copabilities *  Redundont powar suppliss
*  Integroied performance and sacurity functionaliy *  Supports twarty-four 1Gbps network and ten 1Gbps monitor ports
*  Batter visibility for enbanced network operations *  Two dual-funclion, XFP-based 10Ghps ports [monitor or retwork link]
*  Supports a variety of monitoring tools including analyzers, RMOM probes, *  TopFlow wire.speed traffic fibering by protocol
I05s, and forensic recordars
- - - - -
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